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Abstract 

Advancements in cyber threats that are becoming more complicated and frequent 

have highlighted the need for intelligent and automated incident response systems, 

particularly in a high-risk region such as Ukraine. This experiment seeks to answer 

whether artificial intelligence (AI) algorithms are practical in cyber incident 

detection and response automation based on a custom dataset created with a focus 

on addressing the Ukraine threat situation, reflecting its particularities, and on a 

general-purpose benchmark dataset, CICIDS2017. Three AI models, Support 

Vector Machine (SVM), Random Forest (RF), and Long Short-Term Memory 

(LSTM), were considered in terms of accuracy of detection, F1-score, and the 

response time. Among these, LSTM was the best, showing a detection accuracy of 

96.3%, because it is robust in identifying patterns in sequential attacks. RF had an 

optimal balance between performance and computational efficiency, where SVM 

was found to be moderate, particularly for less complex attacks. These findings 

show that the approach of using AI can be viable in future responses in 

strengthening the cybersecurity infrastructures of a nation. In addition, the study 

has practical implications for not only centralized systems but also resource-limited 

settings. It opens the way to further investigations on real-time implementation as 

well as hybrid AI model development. 
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1. Introduction  

The rise of the digital era, whereby more and more organizations are becoming dependent on their 

interconnected networks and cloud-based infrastructures, has expanded the scope and complexity of threats 

exponentially. Adversaries can now rapidly evolve to use and bypass traditional defense mechanisms in their 

cyber-attacks (ransomware, Distributed Denial of Service (DDoS) attacks, and advanced persistent threats 
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(APTs)) that cause significant national security, financial, healthcare, and critical infrastructure threats. 

Traditional incident response has come to rely upon manual strategies and associated techniques that are highly 

reliant upon human knowledge and moment-to-moment decision making, which does not serve today in the 

speed and complexity of cyber threats. 

In a bid to fill this gap, artificial intelligence (AI) has become a game-changer in cybersecurity and provides the 

highest level of threat detection, prediction, and autonomous response. AI can examine massive network traffic, 

detect any anomalies, and respond to incidents much more quickly than human responders. 

Among the most promising applications of AI in this domain, one may mention the improvement of the 

automated cyber incident response system, which is supposed to decrease response times and human error and 

improve the accuracy of threat mitigation. The most recent studies explored the use of machine learning (ML) 

and deep learning (DL) frameworks, such as Support Vector Machines (SVM), Random Forests (RF), and Long 

Short-Term Memory (LSTM) networks, to implement an intrusion detection system (IDS). 

Nonetheless, the majority of the current models are either customized to the generic threat scenario or are not 

adapted to local, geographically specific cyber issues. In addition, there is a lack of comparison of these 

algorithms in terms of real-time responsiveness, accuracy, and scalability using various datasets.  

The goal of the study would be to assess and contrast the effectiveness of three popular AI algorithms, SVM, 

RF, and LSTM, in automated response to cyber incidents on two datasets: the CICIDS2017 and a self-created 

one that would reflect a more realistic nature of threat vectors that are present in the Ukrainian cybersecurity 

landscape. The study aims to determine which algorithm is the most effective and accurate for both detection 

and solution, and can be implemented in both centralized and resource-limited environments. 

1.1. Rising complexity of cyber threats 

According to Hoang et al. [1] and Hossain et al. [2], over the past 10 years, the cyber threat environment has 

started to look more complicated and hostile, posing crucial challenges to the digital infrastructures of many 

countries. Conventional security systems like firewalls, antiviruses, and signature-based intrusion systems are 

becoming weak against the fast-evolving threats of the past, which continuously respond to security measures. 

APTs, ransomware, polymorphic as well as zero-day exploits are no longer a rare phenomenon; they are very 

common, sharper, and most devastating. 

Li, L. reskilling [3] new attack techniques like social engineering, lateral movement on the network, and multi-

vector attack are becoming more complex to the extent that their detection and subsequent response are 

becoming hard. In addition, cybercriminals have started to automate as well, coming up with botnets and 

employing AI to circumvent conventional security. 

Under such a climate, organizations can no longer call upon human-based mechanisms of response, such as 

manual log analysis, pattern identification, and decision making. This transition has motivated the community 

of global researchers to look into data-driven, intelligent methods that can deal with these complications more 

effectively [4, 5]. 

1.2. Limitations of traditional incident response approaches 

Naseer et al. [6], Xu et al. [7], and Rolf et al. [8] say that manual and semi-automated incident response systems, 

which were valuable and essential in previous cyber defense architectures, are today becoming largely unreliable 

in managing the pace and scale of new attacks. 

Such traditional systems usually involve constant man-in-the-loop of monitoring and interpretation of logs and 

playbooks implementation. In enterprise-scale environments, monitoring tools generate large volumes of alerts 

that overwhelm the security teams, leading to alert fatigue and a higher probability of missing serious threats. 

The other major flaw is the delay of response, whereby a mere few minutes of delay in tracking or mitigation 
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of an intrusion can translate to a significant loss of data or compromised operation. Moreover, areas such as 

consistency, human errors, and non-scalability are highly likely in manual processes. 

With the dynamic and changing characteristics of threats, it is not fast enough to adjust to changing threats; 

thus, the security infrastructure is exposed to danger. This creates a necessity to have a more autonomous and 

intelligent system in which it is not only able to detect but to respond to threats as they occur without the need 

for humans to come in [9, 10]. 

1.3. The role of artificial intelligence in cybersecurity 

Gupta and Srivastava [11] say that AI provides a new paradigm in designing and executing cybersecurity 

operations. The AI systems are unlike the traditional systems that rely on predefined fixed guidelines combined 

with human judgment to determine the patterns, determine the threats, and make essential decisions 

independently. The deployment of AI in cybersecurity processes allows for faster anomaly detection, 

conducting more comprehensive behavior analysis, and adapting to them in a constantly improved manner.  

According to Mohamed [12], the concept of AI can detect a previously unseen or covert attack vector that 

conventional systems would fail to detect. Therefore, it seems a perfect candidate to detect threats of the next 

generation and react to them. 

Moreover, AI allows automating the drudgery tasks of security professionals, leaving human analysts to 

concentrate on planning and complex investigations. Be it the categorization of malicious traffic, the grouping 

of previously unknown threat types, or the prediction of paths of successful attacks, artificial intelligence 

methods can improve either the detection or the response mechanisms in the cybersecurity scenario. The effect 

is a stronger and active defense stance in all the digital infrastructures [13, 14]. 

1.4. Machine learning for intrusion detection and classification 

Kalpani et al. [15] and Alsirhani et al. [16] explore that a subfield of AI, ML, has become an effective 

phenomenon in an IDS. The ML algorithms are helpful, especially when uncovering patterns in large datasets 

and categorizing the traffic as benign or malicious. With labeled sets of data, these algorithms can train 

themselves to the statistical habits of normal and abnormal traffic and identify possible intrusions with an 

outstanding level of accuracy. 

Decision trees, k-nearest neighbors, support vector machines, and ensembles are some of the most commonly 

used algorithms. Such models are flexible and can be applied in various environments since they can be trained 

on binary classification (attack or not attack) as well as multi-class classification of attack types. More so, the 

ML algorithms can be retrained and provided with new data to achieve further enhancement in the detection 

performance. 

Nevertheless, they are no better than what they are trained with, and caution should be taken not to overfit, 

underfit, or be biased. Still, their data-based approach, flexibility, and automated applicability precondition an 

entire industry of ML-based advanced cyber defense, being a central pillar of contemporary cyber defense 

approaches [17, 18, 19]. 

1.5. Deep learning for complex threat analysis 

Sentuna et al. [20]; Atli et al. [21] say that a more sophisticated type of ML, called deep learning, employs 

multi-layered neural networks to fit non-linear complex associations in the data. This ability renders it an 

excellent candidate to process extensive, high-dimensional, as well as unstructured cybersecurity data consisting 

of system logs, network traffic, and user behavior, among others. The most commonly used DL structures in 

cyber threat detection are CNNs and RNNs, such as LSTM models. Such models can analyze sequential and 

spatial information and therefore detect stealthy or slowly maturing attacks that change with time. 

According to Sarker [22], deep learning models have also exhibited better performance in accomplishing many 

cybersecurity tasks such as malware classification, phishing identification, and network flow anomaly detection. 
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They do, however, need a lot of computing resources, a lot of training data, and their hyperparameters need to 

be tuned. Nevertheless, DL has the potential to be used in automated incident response systems because it can 

detect hidden patterns and adapt to changes in the threatening agents [23, 24].  

1.6. Effectiveness of SVM in security analytics 

According to Biggio [25], SVMs are a traditional approach in security analytics that are applied to deal with 

binary classification units, such as modeling between normal and malicious behavior. Sukumar et al. [26] SVM 

is powerful because it can identify the optimal hyperplane that separates the classes in a high-dimensional space, 

which makes it practical in identifying the known patterns in the cybersecurity data. 

Arunkumar [27] explored that SVM works exceptionally well when a linear boundary can separate data or can 

be made close to linearly separable with a remarkable transformation, and SVM can do non-linear classification, 

which is done through specific kernel functions. It can, however, become less robust on large-scale data that 

contains noise, or in cases involving skewed class distributions, as is often true in intrusion detection problems 

where malicious events are infrequent. 

Moreover, SVMs are not expressly scalable to real-time use as they have high computational complexity both 

in training and at inference time. SVMs remain valid in well-defined, but small, settings; however, they tend to 

be outclassed by deep learning frameworks and ensemble models when applied to more realistic cyber defense 

problems [28, 29]. 

1.7. Advantages of RF in threat classification 

Jamil and Creutzburg [30]; Disha and Waheed [31] say that RF, which simplifies the use of decision trees as an 

ensemble technique, is very useful in detecting intrusions and classifying threats. The main power of it is the 

integration of the output of numerous decision trees to improve classification accuracy and minimize the chances 

of overfitting. RF can withstand noisy data and can even engage high-dimensional feature spaces, thus making 

the method appropriate for analyzing complex network traffic. 

Among the most significant advantages of RF, its interpretability should be pointed out: RF enables security 

analysts to determine which features are most helpful in classification (e.g., protocol type, source or destination 

IP address), which supports the forensic analysis. Also, the RF has a relatively low computational cost compared 

to DL models, which also makes it usable in environments with lean resources [32]. 

The fact that its usage can be both categorical and numerical only serves to make it applicable under a variety 

of cyber threat conditions. In sum, RF combines performance, together with moderate interpretability, a positive 

attribute in terms of practical implementation of incident response systems in real time [33, 34]. 

1.8. Sequential threat detection using LSTM models 

According to Tripathi et al. [35] and Kumar et al. [36], LSTM networks are a subtype of recurrent neural 

network, making them optimized explicitly to work with sequence data (e.g., of time-stamped log or packet 

traffic flow). These are systems that have a memory which helps them to spot patterns that will develop slowly 

and in several steps. This is especially useful in cybersecurity to detect advanced persistent threats or 

sophisticated attacks that go undetected with snapshot-based systems. 

LSTMs can encode temporal dynamics, dependency, and contextual information, unlike traditional ones, when 

dealing with complex behavior related to attacks [37]. They have been interested in detecting anomalies, 

particularly in those scenarios where data flows continuously. Nevertheless, to train LSTM models, one needs 

a considerable amount of labeled sequential data and the necessary computational resources, which are 

unaffordable for most organizations. So, the predictive ability and flexibility of real-time detection projects 

uniquely position LSTMs as desirable features of the current AI-driven incident response systems [38, 39]. 
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1.9. Model scalability and generalization challenges 

Kumar et al. [40] and Omari et al. [41] say that the enormous task in the implementation of the AI-based cyber 

incident response system is the measurement of its scale and applicability to the heterogeneous setup. Models 

that are trained in a given dataset or at a narrow network level can perform optimally under controlled 

conditions, but in most cases fail when exposed to new patterns of traffic, deviating user behavior, or 

undiscovered classes of attacks. 

This is the shortcoming of overfitting, lack of data diversity, and strict feature indexing. Another critical concern 

refers to scaling because scaling is crucial in networks that have high traffic, in which millions of packets are 

sent each moment. Such performance should be achieved without degrading the processing of such a volume of 

data by the AI systems. 

These concerns are being studied by techniques like distributed learning, cloud-based inference, and employing 

lightweight models [42]. In addition, the techniques of continuous learning are being incorporated to assist 

models in adapting over time without necessitating retraining throughout the model's lifetime. Effectively 

countering these threats will be the determining factor in creating strong, future-proof solutions that will perform 

well in the real, changing world of cybersecurity [43, 44].  

1.10. AI applications in resource-constrained environments 

Nawaz et al. [45] explored a study about how, although bigger companies and developed countries can afford 

the means and knowledge to deploy very advanced security measures built around AI, other small companies, 

as well as undeveloped regions, are limited by their resources. 

These are inadequate computing strength, a low supply of qualified labor, and limited opportunities to obtain 

quality threat intelligence [46]. Within such organizations, incident response systems based on AI would have 

to be rolled out to operate with minimal hardware and software requirements. Compression of models, 

quantization, and pre-trained lightweight models such as MobileNet or TinyML have also become popular as a 

way of bridging this gap. 

Further, the implementation of cloud-based platform security solutions can lead to a promising alternative, as it 

enables organizations to enjoy the benefits of AI-driven detection functionality without investing in vast 

amounts of on-premise infrastructure [47]. This can be done by making the cost of AI solutions affordable, 

scalable, and efficient; thus, allowing the field of cybersecurity to be democratized and ensuring that those 

vulnerable to new cyber threats are not only organizations with resources available [48, 49].  

1.11. Hybrid models for enhanced incident response 

To address the lack of accuracy, performance, and resilience in different incident response systems, many 

researchers are now focusing on hybrid models that combine AI approaches with conventional security methods. 

The models utilize the advantages of the various algorithms to offset personal limitations. 

As an example, an ML model might be used as a rule-based filter on known threats, but then implement ML 

models to detect unknown or unusual behaviors. Also, integration of supervised and unsupervised learning may 

lead to models that are accurate in classification and can mine new attack patterns. They can also include hybrid 

architectures that incorporate DL with statistical analysis or learners to make the decisions adaptive through 

reinforcement learning. 

Although sophisticated, the design and tuning of such systems may prove difficult. Still, the advantages that 

they feature by decreasing the rate of false positives, increasing detection, and scaling make them desirable to 

develop in practical cybersecurity defense mechanisms. These models ought to be the future of automated 

incident response, offering dynamic and stronger solutions to the ever-evolving threat quotient. 
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1.12. Research gap and objective 

Although AI is actively evolving and increasing its implementation in cybersecurity, there are still substantial 

research limitations, especially regarding real-time automated incident response powered by AI in high-risk 

geopolitical locations (like Ukraine). 

Many pieces of the existing literature tend to follow offline analysis through pre-labeled, static datasets that do 

not engage the dynamic and changing nature of modern cyber threats. Such methods do not always have the 

complexity and urgency of real-life conditions, as threat actors employ adaptive and advanced methods of 

attack. Moreover, although different models of AI have been suggested (starting with classical supervised 

learning, and proceeding to more sophisticated types of AI, such as DL and reinforcement learning), not many 

studies provide comparative evaluations of their performance in real-time conditions in a unified environment 

that can simulate real threat conditions. 

There are even fewer studies using advanced models such as Large Language Models (LLMs) that become more 

useful in log analysis, threat classification, and decision-making. This absence of empirical testing (in realistic 

conditions) hinders the applicability and broad realization of existing results, especially in countries that have 

been enduring and politically motivated cyber-attacks. 

To fill these crucial gaps, in the present study, we frame the empirical assessment of several AI algorithms, such 

as SVM, RF, LSTM networks, and nascent LLM architectures, on a simulated cyber environment simulating 

the threat situation experienced by Ukraine. The criteria against which the estimations will be done will be key 

performance indicators: detection accuracy, response time, false positive rate, scalability, and adaptability to 

unknown attack modes. 

It uses a two-dataset methodology: both the already established CICIDS2017 benchmark dataset and a Ukraine-

specific dataset created to reflect a threat situation, therefore, both applying general results to similar instances 

and specifying the research to the Ukrainian environment. 

The first goal of the research is to determine the most efficient and operationally viable AI strategies of 

automated incident response in real-time environments. Finally, the research will suggest an incident response 

model that is resilient, scalable, and adaptive, and apply it in implementing cyber-vulnerable locations. It is 

hoped that the results of this study can provide an actionable analysis to policy-makers, national security 

departments, and IT infrastructure managers wanting to strengthen approaches to cyber defense with the use of 

AI-enhanced innovation. 

1.13. Scope and contribution of the study 

The given paper entails a comprehensive discussion on how the latest technological AI algorithms may be 

utilized within the field of automated reaction to cyber incidents, the primary concern being the enhancement 

of the accuracy of occurrence determination, the promptness of the classifications, and the preservation of the 

capacity to act on an incident in real-time. 

Carried out in the tightly controlled environment of an experiment, the study is contextually specific to address 

the urgent cybersecurity weaknesses that Ukraine currently experiences. Constant and politically motivated 

cyber threats face this country. In the research framework, AI methods of various types are combined, i.e., SVM, 

RF, and LSTM networks, which are implemented and used to simulate dynamic attack vectors and assess 

performance in realistic and changing conditions of the threat. 

The dual-dataset approach in the study allows it to stand out because it consists of two datasets: one is the widely 

available CICIDS2017 benchmark dataset, and a self-designed dataset related to the modern threat dynamics in 

Ukraine. This dialect brings a certain balance to this type of assessment in the sense that it holds the 

generalizability and contextual specificity at the same time. 
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Moreover, the offered system design will consider regional infrastructural challenges and constraints about the 

operation, therefore, enhancing the real-life application and extendibility to constrained and high-risk settings. 

The contributions of this research can be described as threefold. 

To start, the study presents an empirical comparison between several AI algorithms available in automated 

incident response, discussing their strengths, weaknesses, and tradeoffs based on accuracy, response latency, 

and false positive rates. Secondly, the study presents a scalable and flexible AI-powered model that can 

automatically deal with threats, and so will become available for implementation in high-priority national 

cybersecurity systems. Third, the study fills the gap between intelligence and implementation of any research 

by applying the best ideas to real-world challenges and creating policy-aligned solutions to operationalize in 

practical cybersecurity. 

Focusing on those key aspects, this study can be regarded as a contribution to the body of knowledge on cyber 

defense automation and a strategic guide on how stakeholders in countries disproportionately targeted by cyber 

conflict, such as government institutions, defense institutions, and cybersecurity professionals, can benefit. The 

insights that will be made are not only going to push the theoretical boundaries of AI-driven cybersecurity but 

also promote data-driven resilience to any future cyber threats. 

2. Research method  

This work proposes a sound, systematic, and repeatable approach to analyze the effectiveness of state-of-the-

art AI algorithms in automating the detection and response to cyber incidents. The methodological 

sophistication is purposefully bonded with the realities of the existing threat environment of cybersecurity in 

Ukraine, being relevant to the context and operational. 

The overall research process is segmented into a few crucial stages, such as dataset acquisition and 

preprocessing, algorithmic model choice and preparation, creation of simulation environment, tests of 

performance concerning standard metrics, ethicalities, and replicability. With the use of both region-specific 

and benchmark datasets, the methodological rigor was attained to support a fair analysis to trace the general 

patterns of the attack, while also identifying region-based threat vectors. 

The choice of AI models, which were SVM, RF, and LSTM networks, was made because they proved efficient 

in pattern recognition/classification tasks and are applicable in both sequential and non-sequential data 

situations (the case of the present study). All the algorithms trained and tested were conducted in a regulated 

experimental setting aimed at stimulating practical conditions of the incident response environment. Reduction 

in accuracy or ability to spot the attack, response time, false positive rate, and adaptation to new forms of attacks 

were used as indicators of performance. 

International standards appropriate to research were upheld and applied to ethical considerations in the research 

process, as evidenced by data anonymity and the ethical use of the model. Moreover, to make the experiment 

reproducible, all the experimental runs, hyperparameter settings, and model structures were carefully reported, 

which serves as a transparent basis that could be used to extend the work to a broader scale or implemented at 

a practical level. Besides assuring the empirical strength of the study, this methodological frame also contributes 

to broader credibility, scalability, and practical meaning of the study to be deployed in high-risk cyber contexts. 

2.1. Datasets 

In a bid to achieve contextual sensitivity and generalizability, two strategically crafted datasets were used in 

this paper: a tailored dataset specific to Ukraine and the globally accepted CICIDS2017 benchmark. The dual-

dataset methodology is used to test the AI algorithms not only in environments with localized threat probabilities 

but also in uniform test conditions. Ukraine-Centric Custom Dataset and carefully developed infrastructure 

included carefully crafted infrastructure that mimics the threat landscape of Ukrainian national infrastructure.  
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Using widely known penetration testing tools (Metasploit, Hping3, Slowloris), it was possible to simulate 

realistic cyber-attacks in a safe, isolated virtual lab. Examples of attack vectors were DDoS, SSH Brute-force 

attacks, the delivery of phishing payloads through spam emails, and patterns of ransomware deployment. At the 

same time, well-intended traffic was created through the legal services (DNS, HTTP, SSH) to reproduce the 

actual workload, as well as to sustain the balance between classes. 

Such packet captures were pre-processed in Wireshark, and features of interest were extracted into flow-based 

representations with CIC Flow Meter, which would be compatible with the input requirements of the algorithms. 

Simultaneously, the CICIDS2017 dataset (curated at the Canadian Institute for Cybersecurity) was incorporated 

to serve as a baseline for comparative performance analysis. This dataset consists of a large set of network 

intrusions, such as Botnet, DDoS, Heartbleed, Port Scan, and Infiltration attacks, as well as regular traffic. 

It is a robust system with a varied attack taxonomy and high data reliability; therefore, it works perfectly in 

assessing the generalization of algorithms despite a varied heterogeneous threat profile. Raw packet-level data 

was converted to statistical flow features, thus being consistent with a custom dataset format and enabling a fair 

comparative analysis. This hybrid of synthetic and real-world data sets provides empirical validity and 

operational relevance, forming a sufficient foundation on which to test the robustness of algorithms in dynamic 

cybersecurity landscapes. 

2.2. AI algorithms and justification 

Three different AI algorithms were chosen to be implemented due to their complementary advantages in 

classification power, generalization, and openness to temporal variations, which are highly crucial in the current 

detection of cyber threats. It has the potential to identify fine differences between malicious and benign traffic 

patterns because of its ability to build the best separating hyperplanes with kernel functions. 

The SVM model was applied through the scikit-learn library with the radial basis function (RBF) selected kernel 

to strengthen the non-linear decision boundaries. RF was chosen because of its ensemble learning feature, which 

allows several decision trees to be combined to increase classification consistency and minimize variance. The 

fact that it could efficiently process mixed data types and evaluate feature significance inclined it to flow-based 

intrusion detection work. 

The RF algorithm was also implemented using scikit-learn, where hyperparameters, i.e., the depth of the tree, 

the number of estimators, and the feature to be split, were optimized using grid search and five-fold cross-

validation. An LSTM network, a form of recurrent neural networks (RNNs), was integrated to capture temporal 

dependencies and sequence-based behaviors of network traffic data. 

LSTM is especially successful at the facilities of long-range interrelationships, considered critical to identifying 

complex multi-step attacks whose procedures take place over time. The architecture of the model was developed 

based on TensorFlow 2.x and Keras to minimize memory units, dropout percentages, and window sizes of the 

sequences to avoid overfitting and retain generalization. 

Every model was already extensively parameterized in terms of hyperparameters by performing grid-search 

methods, and the models were then cross-validated by adopting stratified five-fold cross-validation to determine 

the soundness and consistency of performance in response to any given data distributions. The multi-algorithmic 

framework enables not only a comparative assessment but also an understanding of the potential of each model 

in practice, both in normal conditions and under high cybersecurity risks. 

2.3. Experimental setup 

To have a repeatable and consistent assessment of the identified AI algorithms, the experiments aimed at 

evaluating them were performed in a well-defined and controlled computing environment. The hardware and 

software architecture were tailored for ML with large volumes of cybersecurity data. 
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2.3.1. Hardware configuration 

Experiments were performed on a high-performance computing workstation with the following specifications: 

• Processor: Intel Core i9-13900K CPU @ 3.0 GHz; 

• Memory: 64 GB DDR5 RAM; 

• Graphics Processing Unit (GPU): NVIDIA GeForce RTX 3090 with 24 GB VRAM; 

• Storage: 2 TB NVMe SSD; 

• Operating System: Ubuntu 22.04 LTS (64-bit). 

The inclusion of a dedicated GPU significantly accelerated the training of the LSTM model, which is 

computationally intensive due to its deep sequential architecture. 

2.3.2. Software environment 

The implementation and testing of the AI algorithms were carried out using the following software stack (Figure 1): 

• Programming Language: Python 3.8; 

• Development Platform: Jupyter Lab (v3.x); 

• Libraries and Frameworks: 

o Tensor Flow 2.12 and Keras for LSTM implementation; 

o Scikit-learn 1.4 for SVM and RF; 

o NumPy, Pandas, and Matplotlib for data handling and visualization; 

• Simulation Tools: 

o Metasploit Framework and Hping3 (running on Kali Linux) for generating attack traffic; 

o Wireshark for packet capture and flow analysis; 

o VirtualBox for setting up isolated test bed environments. 

 

Figure 1. Software environment 

The selected software environment in which the AI algorithms were compiled and tested was carefully set up 

to provide efficiency, flexibility, and reproducibility in the conduct of the experiment. The choice of Python 3.8 
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as the primary programming language is based on the idea that the language offers extensive support to libraries 

devoted to ML and data science. 

2.3.3. Development 

The software was developed in Jupyter Lab (v3.x), which is an interactive development environment that is 

suitable for iterative coding, visualization, and analysis in real-time. The main AI models were developed using 

TensorFlow 2.12, with Keras being used especially when developing LSTM architectures. 

The majority of the conventional ML models, such as SVM and RF, were trained in Scikit-learn version 1.4. 

NumPy, Pandas, and Matplotlib were used as libraries to manipulate data, perform numerical calculations, and 

create visualizations, ensuring smooth data manipulation and interpretability. When it comes to simulation tools, 

a Metasploit Framework together with Hping3 (running on a Kali Linux system) was used to create the synthetic 

yet realistic network attack scenarios. 

Wireshark was used to acquire packet captures and flow analysis to provide a comprehensive examination of 

network traffic. Moreover, testing was done in safe and controlled conditions as virtual environments were 

configured and isolated using VirtualBox. Coupled with high reliability and modularity, the described software 

stack, implemented with AI-driven solutions, ensured the integrity of the experimental results and their 

reproduction, which was a key factor in considering this software stack for advanced cybersecurity research and 

development. 

2.4. Tested architecture 

A virtual test environment under sandbox conditions was created that would allow approximating realistic 

conditions of the network without endangering external systems. This setup contained: A single attacker 

machine (Kali Linux) on which to deploy simulated threats. 

One subscriber node (Ubuntu server) will receive the traffic to be logged. A single monitoring node (with 

Wireshark installed as well as the data-logging scripts) to capture data and preprocess it. The entire interaction 

of the network was recorded in a PCAP format and transformed into a flow-based format to train and evaluate 

ML models. Such an experimental setting provided a safe, ethical, and reproducible testing scenario when AI 

models could be tested in a way that closely matches the real-world cyber-attacks, especially those that could 

be relevant to the digital infrastructure of Ukraine. 

2.5. Procedure 

Data Preprocessing: Min Max Scaler was used to normalize data features, one-hot was used to encode 

categorical variables, and the relationship between the features was used to reduce the features. Train-Test Split: 

A 70:30 split was carried out into training and testing sets. Proportionality in the distribution of the types of 

attack was guaranteed through stratification. Model Training & Evaluation: The set of performance metrics was 

standard, using which each algorithm was trained and evaluated: 

• Accuracy; 

• F1-Score; 

• Precision & Recall; 

• Response Time (in milliseconds). 

Cyber Incident Simulation: Custom attacks such as DDoS (UDP Flood, SYN Flood), malware injections (via 

payload executables), and phishing simulations (email header analysis) were injected into the testbed. Detection 

latency and recovery actions were measured. 

2.6. Ethical considerations 

Experimental activities were thoroughly limited to the confines of a sandboxed virtual environment, where no 

contact with the real-world systems or networks was possible. This controlled environment was to be one that 
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eradicated any possible peril to the external framework, users, or information. To ensure the ethical integrity 

and adhere to the legal requirements, the custom dataset was created using solely synthetic and simulated cyber-

attacks. No data were collected on live systems and external data. 

Notably, no personal, identifiable, or sensitive data was used, collected, or processed during the study. Each 

scenario of the experiments was created artificially to test and justify an academic hypothesis. That is why the 

study fully complies with institutional ethical standards and does not breach the rights of user privacy, data 

protection, and digital security standards. 

2.7. Replicability 

Each experimental parameter and the information about its implementation process have been well described to 

ensure complete replicability and allow maximum transparency of the research process. These involve random 

seed setting, learning rates, batch sizes, model architectures, and simulation configurations. 

The key configurations are as follows: 

• Support Vector Machine (SVM): Kernel = RBF, C = 1.0, Gamma = 'scale' 

• Random Forest (RF): Number of Trees = 100, Maximum Depth = 20, Criterion = 'gini' 

• Long Short-Term Memory (LSTM): Two hidden layers comprising 128 and 64 units, Dropout rate = 

0.2, Optimizer = Adam, Epochs = 50, Batch Size = 64 

The entire source code, simulation scripts, and configuration files are grouped so that the code can be 

reproducible. Such materials can either be accessed in the GitHub repository mentioned in the supplemental 

materials or by reasonable request. 

3. Results and discussion  

The performance of the three AI algorithms, SVM, RF, and LSTM, was evaluated based on accuracy, F1-score, 

and response time. The results were consistent across both the CICIDS2017 benchmark dataset and the custom 

Ukraine-specific dataset (Table 1). 

Table 1. Comparative performance metrics on the CICIDS2017 dataset 

Algorithm Accuracy (%) F1-Score Response Time (ms) 

SVM 91.2 0.88 124 

RF 94.6 0.92 76 

LSTM 96.3 0.94 142 

According to the visual representation of data visualization in the 3D surface chart given (Figure 2), a 

comparative study of three ML algorithms, SVM, RF, and LSTM, is conducted based on three possible 

performance indicators: Accuracy (%) versus F1-Score and Response Time (ms). 

This figure provides a valuable visualization of the effectiveness of the algorithm when applied to automated 

detection and response to cyber incidents, in particular, considering a dataset such as CICIDS2017. As can be 

seen in the chart, the LSTM model is superior to the SVM and RF models in accuracy and F1-Score, which 

proves its better ability to learn time-dependent patterns of irregular data structure. The highest response of the 

measure of accuracy (%) among all the models is clear evidence of LSTMs, with an accuracy of 96.3%. 

On the same note, the peak value in the column of the F1-Score indicates that LSTM has an improved precision-

recall balance, as the value recorded is 0.94, which is a critical component of curbing false positives and false 

negatives in the context of cybersecurity. 
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Figure 2. Comparative performance metrics on the CICIDS2017 dataset 

Comparatively, RF had relatively lower yet powerful performance in regards to accuracy (94.6%) and F1-score 

(0.92). It is also important to note that RF ranked conservatively high as far as response time is concerned, as 

shown by the smallest elevation in the segment displaying Response Time (ms) in the chart, signifying a 

remarkably quicker completion (76 ms) when compared with LSTM (142 ms) and SVM (124 ms). 

This ability to respond faster can come in especially handy when all that matters is reaction to real-time threats. 

SVM tethers in performance in all three metrics, and thus, it does not seem to be optimal compared to the other 

two models. SVM falls short in its predictive power with the closest accuracy of 91.2% and an F1-score of 

exactly 0.88. Its speed is relatively great compared to LSTM, but not more effective than RF; therefore, it offers 

a moderate speed and effectiveness. 

Conclusively, the figure demonstrates that the LSTM algorithm has the highest accuracy and reliability 

regarding threat detection applications, and the RF algorithm has the best response time and thus offers a 

compromise between speed and accuracy. SVM is good, but not as good as LSTM. 

This comparative explanation provides a specific orientation on how to choose the AI models in real 

cybersecurity procedures, where either high precision or efficiency of responses should be prioritized (Table 2). 

Table 2. Comparative performance metrics on the custom Ukraine dataset 

Algorithm Accuracy (%) F1-Score Response Time (ms) 

SVM 89.7 0.86 131 

RF 93.1 0.90 81 

LSTM 95.6 0.93 151 

In the chart below (Figure 3), data series are plotted in a multi-dimensional view along categorical axes. Here, 

the chart provides an insight into how each series is distributed and dominating in the dataset. In visual terms, 

SVM and LSTM show an exaggerated peak, especially in the mid-categories, indicating a high level of values 

or activity in these segments. This implies that it might represent events or algorithms that performed (or made 

use of a resource) better at a specific point in time. F1-Score is relatively low and insignificant in general 

categories, which might represent either the lowest possible values or less significance compared to others. The 

3D effect of the chart allows the analysis depth to be ramped up by visualizing the distinction of the various 

series. Still, the layered surfaces could partially cover up the information at lower layers. The slope and peak 

dynamics, however, offer a clear point of comparison in understanding how the performance varies in the 

different series. In simple terms, this visualization may be applicable in representing performance data 

(accuracy, response time, throughput) about different AI models or various security situations that give the most 

desirable or erratic results. 
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Figure 3. Comparative performance metrics on the custom Ukraine dataset 

SVM and LSTM turn out to be the prime contributors, and their tendency to their respective categories can be 

further explored to trace down the presence of cascade patterns or strategic superiority. 

3.1. Quantitative analysis 

The LSTM model was best in terms of accuracy (96.3%) as well as F1-score (0.94), which suggests that the 

model was capable of detecting and classifying complex cyber threats with the highest degree of accuracy. 

Nevertheless, it has also demonstrated the longest response time (151 ms), which was expected, as it produces 

deep sequential processing. 

A paired t-test was used to determine if the performance difference between LSTM and the other two models 

was statistically significant. It was found that the significance of the change in accuracy and F1-score due to the 

LSTM when compared to SVM and RF was significant (p < 0.05). 

3.2. Qualitative analysis 

The effectiveness of LSTM is explained by the fact that it recognizes the temporal and sequential pattern, which 

is typical of such novel forms of cyber-attacks as botnets and intrusion efforts. It can achieve additional 

contextual interpretation of time-sequences information, which is impossible with tree-based (RF) or margin-

based (SVM) classifiers. 

RF proved to have a healthy tradeoff between speed and accuracy, and therefore, it is appropriate in situations 

where the systems might be real-time with limited computing facilities. The relatively poorer speed of SVM, 

especially in multi-class detection applications, can be attributed to the fact that it uses margin maximization, 

which fails to capture the temporal dynamics. It was unexpected to find the slightly greater false-positive rate 

on RF, and the custom dataset in particular. This could be a result of the imbalance in classes and overlapping 

features in the synthetic traffic characteristics. 

3.3. Comparison with literature 

The results match well with previous studies that advocate the use of LSTM because of its high performance on 

sequential cyber data. As an example, comparable improvements (in the accuracy of intrusion detection) by the 

approaches with LSTM networks in a real-time environment have been reported by [35, 36, 39]. Also, the 

pattern of the RF performance supports findings in [30, 34], who noted the effectiveness of RF in coping with 

heterogeneous cyber traffic. On the contrary, our results vary slightly from those of [28, 31], where reported 

that SVM performed better than RF when dealing with a small dataset. The difference can be attributed to the 

fact that our custom dataset is more realistic and challenging based on threats to Ukraine. 

3.4. Implications and limitations 

The results of the present study could be used as potent proof of integrating AI-based models, especially LSTM 

and RF, as a part of nationwide cyber incident response systems. In nations such as Ukraine, where critical 

SVM

RF

LSTM

0

50

100

150

200

Accuracy (%)
F1-Score

Response Time
(ms)

SVM RF LSTM



 SEI Vol. 7, No. 2, 2025, pp.675-692 

 

688 

infrastructure is under advanced attacks, implementing these models may offer tremendous support in terms of 

early warning of threats and automated response. Albeit realistic, the custom data set might not reflect the entire 

scope of attack behavior in the real world, and it can have an impact on generalizability. 

The latency of the response by LSTM may prove a difficulty in low-latency systems such as financial systems. 

There is also the problem of how to increase the deep models, like LSTM, to run on resource-constrained 

infrastructures in the public sector. Future research must incorporate the learning capabilities of LSTM and the 

speed of RF with the creation of hybrid models, and confirm the performance using live network 

implementations with the national agencies of cybersecurity. 

4. Conclusions 

The paper tested the viability of three AI models, including Support Vector Machine, Random Forest, and Long 

Short-Term Memory, in automating the process of detecting and responding to cyber incidents. Of the tested 

models, LSTM scored the best in accuracy and F1-score, which can be explained by the fact that the latter could 

learn and detect complex sequential patterns, which are more typical of contemporary cyber-attacks. 

The RF had represented a good tradeoff between performance and speed of processing, and it could therefore 

be used in such an environment where the need to make real-time decisions is a factor. Although SVM depicts 

an acceptable performance, in comparison, it performed relatively poorly on high-dimensional temporally 

dependent attack data. The results are both theoretically and practically significant, especially in a country such 

as Ukraine, where cyber threats are increasingly sophisticated. The effective use of LSTM and RF models 

implies that one of the viable roads toward shoring up the national cybersecurity infrastructure is intelligent 

automation. 

Depending on the outcome, it is suggested that RF should be considered for deployment in environments that 

involve resource shortages because of its efficiency and scalability. LSTM can be implemented in environments 

that require high stakes and large amounts of data, where extreme precision is needed during detection. SVM 

can still be used as a lightweight solution in special, complex situations. 

4.1. Proposed future work 

There is a need to conduct future studies to improve the effects of the given AI-driven cyber incident response 

models in real-life settings and their scale-up. A potentially effective future path is the validation against live 

network traffic on real-world systems, allowing for a more precise measurement of detection capabilities in 

dynamic and unpredictable environments. 

The other essential frontiers include developing hybrid architectures that can harness the best of both methods, 

i.e., on one hand, LSTM has the benefit of sequence modeling. On the other hand, RF is more efficient and also 

more interpretable, and a hybrid version can be developed, which can provide better performance on both the 

parameters, accuracy of detection, and speed of computation. 

Also, the issues of model adaptability and continuous learning will need to be addressed in the future, 

particularly in scenarios when there is a swift change in the threat vectors. It is necessary to implement online 

learning mechanisms and adaptive retraining pipelines to remain effective in the real-time deployment scenario. 

Lastly, the multisided approach in which technical validation is combined with policy development and 

evaluation of the infrastructure conditions is prescribed. On an operational level, working together with national 

cybersecurity organizations and major infrastructure control bodies in Ukraine and other related settings holds 

promise to proceed to operations, strong assessment systems, and, in the end, incorporation into the national 

cybersecurity response plans. 
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