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Online Oct. 8, 2025 cyberattacks, yet practical strategies to address sector-specific risks remain
underexplored. This study explored prevalent cyber threats in the accounting
industry, such as phishing directed at enterprise resource planning systems,

unauthorized access utilizing mobile devices, and invoice fraud. The investigation
was conducted in a manner that combined interviews with accounting and
cybersecurity professionals and comparative case reviews of organizational
practices. A statistical analysis showed that multi-factor authentication reduced
cyber-attack likelihood by 58% while regular employee training reduced the risk
by 37%. Organizations with combined Information Technologies (IT) and
accounting teams took 40 percent less time resolving security incidents than
organizations with separate departments. The results showed that mid-sized firms
generally had poor preparedness, while bigger firms showed adherence to
international security standards. They also highlighted the need for mandatory
cybersecurity training, collaboration across departments, and strategic investments
in adaptive security frameworks. Regulatory incentives for small and medium
enterprises to adopt cost-effective mitigating safeguards are also a policy
implication. The results help bridge theoretical cybersecurity models and real
accounting practice by providing actionable advice on making operations more
sustainable while mitigating the increasing threat of cyber incidents.
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1. Introduction

Accounting systems that have transitioned to digital platforms enable companies to conduct real-time analytics
and automation for transactions and Enterprise Resource Planning (ERP) system integration [ 1]. Adopting cloud
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computing technology, blockchain systems, and artificial intelligence applications trains accounting into an
actively strategic function instead of its previous regulatory obligation [2]. The advancements in technology
have brought forward major system weaknesses. Accounting systems have become primary targets of
cybercriminals because the systems house essential financial data, including employee payments, vendor
invoices, and tax documents [3].

Cybersecurity Ventures produced a 2023 study showing financial systems experienced a 67% attack increase
from 2021 to 2023, whereas accounting platforms became the target for 42% of all these breaches [4], [5].
Recent cybersecurity incidents, especially the 2022 ransomware attack on a global accounting firm, which
disrupted $230 million in transactions, highlight the necessity for high-level security measures on these
platforms [6]. The pressing need for cybersecurity protection exists, while the theoretical principles protecting
businesses remain ineffective in accounting systems applications.

Research by [7] identified digitalization as a significant force behind organizational innovation. Yet, it fails to
discuss the threats from manipulated financial records and deceptive invoice approvals, affecting accounting
practices. Authors from paper [8] analyzed mobile computing’s business effects while failing to address the
security flaws when unsecured devices provide unauthorized access to mobile accounting applications. The
difference between theory and real-world applications in information technology research shows us the
necessity for applied investigations that create theoretical models compatible with strategies meant for
accounting infrastructure protection [9].

The research focuses on why accounting systems need better response strategies to protect against cyber threats.
Despite being useful for overall cybersecurity planning, these frameworks do not include specific guidance
about protecting ERP systems, handling legacy software components, or tackling social engineering attacks that
target financial controllers. Attackers use artificial intelligence (Al) to generate emails that impersonate
executives for fraudulent transfers in spear phishing campaigns, even though this new threat does not exist in
cybersecurity books [10]. As small and medium-sized businesses usually do not have enough budget to install
state-of-the-art protection systems, they are more vulnerable to attacks. Research in [11] showed that 68% of
small business owners use out-of-date antivirus programs, making them targets for new security
weaknesses [12]. The lack of proper understanding of threats limits operational success because companies
cannot match their strategic goals with cyber dangers [13].

The study objective is to investigate contemporary cyber threats to accounting systems and identify effective
preventive measures through a synthesis of expert interviews and practical case reviews. Three research
questions guide this inquiry:

1. What are the most prevalent cyber threats currently targeting accounting systems?

2. How do accounting professionals and cybersecurity experts perceive organizational preparedness and
risk prioritization?

3. Which technological, procedural, or policy-based preventive strategies demonstrate empirical efficacy
in mitigating these threats?

Methodologically, this study employs a mixed-methods approach combining semi-structured interviews with
20 experts (Chief Financial Officers (CFOs), Information Technology (IT) security specialists, auditors) and a
systematic review of cybersecurity practices across 15 organizations. The purposive sampling strategy ensures
representation from high-risk sectors, including banking, healthcare, and e-commerce. Interviews focus on
threat identification, incident response protocols, and barriers to implementing adaptive management
frameworks. To triangulate qualitative findings, case reviews analyze internal documents such as penetration
test reports, audit logs, and policy manuals. For example, one case study examines a firm that reduced phishing
incidents by 55% after adopting Al-driven email filtering. At the same time, another explores the financial
impact of a ransomware attack on accounts payable workflows.

494



SEI Vol. 7, No. 2, 2025, pp.493-506

Ethical considerations include anonymizing participant identities and securing sensitive data through AES-256
encryption. Theoretical foundations for this research draw from multiple disciplines. Authors in [14]
demonstrated the utility of big data analytics in logistics threat detection, a concept this study adapts to invoice
fraud monitoring.

Similarly, [15] argued for regulatory harmonization in cybersecurity, emphasizing the need for sector-specific
standards, an insight directly relevant to accounting systems. However, existing literature often neglects the
interplay between IT infrastructure and accounting workflows. For instance, while the [16] model of
electromagnetic risks in industrial systems, their findings lack applicability to cyber-physical threats in cloud-
based accounting platforms. This study fills these gaps by integrating IT security principles with accounting
operational realities, such as transaction integrity and audit trail preservation.

Expectations for this research include identifying high-frequency threat vectors (e.g., Application Programming
Interface (API) vulnerabilities in cloud accounting tools), evaluating the cost-benefit ratio of preventive
technologies like blockchain for transaction immutability, and proposing adaptive management strategies for
resource-constrained firms.

Benefits extend beyond academia; practitioners gain a toolkit for enhancing operational sustainability through
threat-specific safeguards, while policymakers can refine regulations to address gaps in small and medium
enterprise (SME) cybersecurity preparedness. For example, [17] highlighted Iran’s lag in adopting Al-driven
fraud detection — a regional disparity that this study’s findings could help address through tailored capacity-
building programs.

This research could fill in the critical gaps of both theory and practice. Instead, it contextualizes cyber threats
in how they manifest in the unique architecture of accounting systems like ERP integrations, automated
invoicing, and real-time reporting, going beyond generic cybersecurity frameworks. The synthesis of empirical
data and qualitative insights provides firms with a roadmap on how to plan to optimize resource use and
minimize risk strategically. In the permanently accelerating digitalization, the resilience of the accounting sector
in an increasingly volatile and dynamic tech landscape will depend on how well it can adaptively manage its
cyber threats.

2. Research method

The research design uses qualitative interviews and a systematic review approach to investigate the dual
connection between IT infrastructure and accounting vulnerabilities. The researchers used [18] and [19] as
methodological frameworks to conduct interviews about mobile computing risks in entrepreneurial fields and
deploy predictive analytics for fraud detection in logistics data analysis. Data collection involved two parallel
streams: semi-structured interviews with 10 experts (CFOs, auditors, cybersecurity specialists) and a document
review of internal policies from 8 mid-sized and large firms in high-risk sectors such as fintech and
healthcare [20].

Participants were selected through purposive sampling to ensure diversity in organizational size (mid-sized:
200-1,000 employees; large: >1,000 employees) and industry verticals. Recruitment was conducted through
professional networks, such as LinkedIn, and industry conferences. The interview protocol, developed after
pilot testing with two cybersecurity consultants, covered three domains: (1) threat vectors observed in
accounting systems (e.g., phishing, ransomware), (2) existing preventive measures (e.g., multi-factor
authentication, intrusion detection systems), and (3) organizational barriers to implementing adaptive
management frameworks. Interviews were conducted virtually over 12 weeks, averaging 30 minutes each, and
transcribed using Otter.ai. Transcripts were anonymized by replacing identifiers, such as firm names, with codes
(e.g., Firm A, Expert 5), to comply with ethical standards. Concurrently, internal documents, including
cybersecurity audit reports, incident response plans, and ERP access logs, were obtained from participating
firms under non-disclosure agreements.
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These documents provided empirical data to triangulate interview claims, such as one firm’s assertion of “zero
phishing incidents in Q3 2023,” verified against its email filtering logs. To address ethical considerations,
participants provided informed consent outlining data usage limits, and all files were stored in AES-256
encrypted containers.

Data analysis followed a two-phase approach. First, interview transcripts underwent thematic analysis using
NVivo 14, with codes developed both inductively (e.g., “ERP vulnerabilities,” “training gaps”) and deductively
from frameworks such as ISO 27001.

Codes were clustered into “insufficient cross-departmental collaboration” and “overreliance on legacy systems.”
Second, case documents were analyzed through a comparative review against the National Institute of Standards
and Technology (NIST) Cybersecurity Framework to identify alignment gaps. For example, only 30% of mid-
sized firms had formal patch management policies, compared to 90% of large firms.

Quantitative data from incident logs were analyzed using econometric models to quantify the efficacy of
preventive measures. A logistic regression evaluated the likelihood of cyberattacks based on variables such as
training frequency and Multi-Factor Authentication (MFA) adoption [21, 22]:

Logit(P)i = ot fi1(MFA)u+ p:(Training)i+ B3(Al Monitoring)i+ei, (D

where P is the probability of a cyberattack; B0 is the intercept; B1, 2, and B3 are coefficients for each predictor

Additionally, Analysis of Variance (ANOVA) tests were conducted to compare incident resolution times
between firms using Al-driven threat detection and those relying on manual processes. The methodological
rigor was enhanced through member checking, where preliminary findings were shared with four participants
to validate accuracy. For instance, one cybersecurity manager clarified that their firm’s “Al monitoring” tool
was a rule-based system, prompting reclassification in the dataset.

Limitations included potential self-reporting bias in interviews, mitigated by cross-referencing claims with
objective case data. Authors in [23] underscored the importance of regulatory alignment in cybersecurity audits,
a principle reflected in this study’s use of ISO 27001 as a benchmark. Similarly, [24] and [25] highlighted
regional disparities in cybersecurity adoption, which informed the inclusion of firms from North America,
Europe, and Asia to capture geographic variability.

Results were measured through both qualitative and quantitative lenses. Thematic analysis outcomes were
assessed based on code saturation, the point at which no new themes emerged, achieved after the eighth
interview.

The research adopted p<0.05 as the significance threshold to analyze odds ratios extracted from logistic
regression and F-statistics acquired from ANOVA. Data from the regression model demonstrated that MFA
reduced attack risks by 65%, based on an odds ratio of 0.35 at a significance level of 0.02. Al monitoring
reduced risks by 48% with an odds ratio = 0.52, reaching a significance threshold of 0.07. Large companies
scored an average of 82, while mid-sized organizations scored 45 when rating their compliance with NIST
guidelines using the scoring system.

The interview and case data synthesis addressed the research questions by identifying specific patterns, such as
the prevalence of invoice fraud in firms that do not utilize Al-based anomaly detection, and the speed of incident
resolution as a function of IT and accounting collaborative behavior. For example, in monthly cross-
departmental meetings, firms resolved ransomware attacks 40% faster than others. The inspiration for the
mixed-methods approach of this research stems from extensive work done by [26] on SME competitiveness,
which paved the way for a holistic understanding of both the human and technical dimensions of cybersecurity.

496



SEI Vol. 7, No. 2, 2025, pp.493-506

3. Results and discussions

The study results are presented based on the findings of three research questions, which have been synthesized
from the qualitative insights gained through interviews and the quantitative data from case reviews. The analysis
uncovers essential patterns of cyber threats, an organization's preparedness, and preventative effectiveness in
the context of IT infrastructure and accounting workflows.

3.1. Research question 1: Types of threats identified

The most common threats were spear phishing attacks tailored to an organization’s ERP system, affecting 75%
of firms. Attackers exploited vulnerabilities in legacy ERP systems to load malicious code or enter sensitive
financial data, such as that found in unpatched System Applications and Products in Data Processing (SAP)
systems. For example, Firm C reported a 2023 incident in which phishing emails mimicking vendor requests
resulted in unauthorized fund transfers totaling $480,000.

Unauthorized access via remote work platforms followed, impacting 60% of firms, particularly those using
mobile accounting apps without device encryption. Authors in [27] highlighted similar risks in mobile-driven
economies, aligning with findings that 45% of unauthorized access incidents originated from unsecured personal
devices.

Invoice fraud, often involving malware-laced attachments, affected 50% of firms, with mid-sized enterprises
experiencing a 2.3 times higher frequency due to limited Al-driven anomaly detection. Table 1 summarizes the
prevalence of threats and their associated financial impacts.

Table 1. Cyber threat prevalence and financial impact (n=8 firms)

Threat type Frequency (%) Mean Loss (USD) Sector most affected
Spear Phishing (ERP) 75 $156,000 Banking
Unauthorized remote access 60 $89,000 Healthcare
Invoice fraud 50 $72,000 Retail
Ransomware 40 $310,000 Manufacturing

3.2. Research question 2: Perceptions and readiness

A stark disconnect existed between perceived and actual preparedness. While 80% of cybersecurity
professionals rated their firms’ defenses as “robust,” 70% of auditors identified gaps such as outdated access
controls and untrained staff. One CFO remarked, “We’ve invested in firewalls, but employees still click
suspicious links- it’s our weakest link” (Expert 7).

Only 35% of mid-sized firms conducted biannual training, compared to 85% of large firms. Compliance
disparities were evident: 90% of large firms aligned with ISO 27001, while 60% of mid-sized firms lacked
formal policies. Table 2 contrasts preparedness metrics.

Table 2. Organizational preparedness metrics

Metric Mid-Sized firms (%) Large firms (%)
Regular Training 35 85
MFA Implementation 45 95
Incident Response Plan 25 90
Third-Party Audits 20 80

Case reviews exposed fragmented security policies, such as Firm E’s reliance on standalone antivirus software
despite using cloud-based accounting platforms. This misalignment mirrors findings from [28], which noted
that 65% of mid-sized firms prioritized cost savings over advanced safeguards.
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3.3. Research question 3: Efficiency

Effective strategies included MFA, Al-driven anomaly detection, and cross-departmental incident response
teams. Firms using accounting-specific firewalls with real-time transaction monitoring reduced false invoices
by 64% (Table 3).

Table 3. Efficacy of preventive measures

Measure Fraud Reduction (%) Implementation Cost (USD)
MFA 58 $8,000
Al Anomaly Detection 64 $45,000
Bi-Annual Training 41 $12,000
Automated Patch Management 53 $20,000

The following logistic regression analysis presents the magnitude of different preventive measures on the
probability of cyberattacks (Table 4). The most protective factor is the MFA with a coefficient of -1.4 and the
p-value of 0.03. The probability that has decreased among the firms that implemented MFA is by a probability
of 0.65, as estimated by the odds ratio of 0.35.

Table 4. Logistic regression analysis of preventive measures

Variable Coefficient (B) p-value Odds Ratio
MFA Implementation -1.4 0.03 0.35
Quarterly Training -0.8 0.06 0.41
Al-Driven Monitoring -0.3 0.21 0.74

Quarterly cybersecurity training is also significantly and moderately negatively correlated with the attack
possibility (B = -0.8, p = 0.06, OR = 0.41), becoming 59% less likely to be attacked. However, Al-based
monitoring tools are found to have a less robust and statistically less significant relationship (B =-0.3, p=0.21,
OR = 0.74), which may be due to improper implementation. The ANOVA analysis (Table 5) demonstrated that
Al-driven tools significantly improved incident resolution times, with firms using these tools containing
ransomware attacks in 3.2 days compared to 5.3 days for manual processes (F = 6.7, p = 0.01). This highlights
the importance of adaptive management in promoting operational sustainability.

Table 5. ANOVA results for incident resolution times

Factor F-value p-value
Al-Driven Tools (Yes/No) 6.7 0.01

The results in Table 6 align with [29], who demonstrated the role of big data in preempting logistics fraud, but
extend these insights to accounting-specific contexts, such as invoice validation. Conversely, [30] noted that firms
lag in adopting Al tools, a trend observed in mid-sized participants, 80% of whom relied on reactive measures.

Table 6. Cost-benefit analysis of preventive tools

Tool Breach Cost Avoided (USD) ROI Period (Months)
AT Anomaly Detection $280,000 14
MFA $120,000 8
Encryption Software $90,000 10

Figure 1 shows that mid-sized firms experience significantly more cybersecurity incidents than large firms
across all budget categories. Particularly, firms with cybersecurity budgets under $30,000 face the highest
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incident rates, highlighting that insufficient investment in cybersecurity strongly correlates with higher
vulnerability, especially for mid-sized businesses.

B Mid-Sized Firms  ® Large Firms

< $30,000 30,000-30,000-100,000 >$100,000
Budget Range (USD)

Number of incidents

Figure 1. Annual cybersecurity budget vs. incident frequency

Sometimes, it may be out-of-context issues, such as the databases provided by vendors not being updated or the
tools not being well-integrated into the accounting processes. These findings thus support the importance of
MFA and training as fundamental means of protection, while highlighting the requirements for enhancing the
observational efficiency of Al tools to achieve the theoretical level. The findings are consistent with [21], which
relates to human irrationality and the reliance on traditional systems despite technological advancements.

3.4. Synthesis of findings

1. Threat-system interaction: ERP systems were targeted due to unpatched vulnerabilities (CVE-2023), with
60% of phishing attacks exploiting SAP’s GUI scripting vulnerabilities.

2. Human factor: 55% of breaches stemmed from employee negligence, such as weak passwords or unverified
email attachments.

3. Resource disparities: large firms allocated 3.5x more funds to cybersecurity, enabling advanced measures
like blockchain-based audit trails.

3.5. Implications

1. Operational sustainability: firms integrating IT-accounting teams reduced incident response times by 40%.
2. Strategic planning: ISO 27001 compliance correlated with 30% lower breach costs.

3. Resource optimization: MFA offered the highest ROI, making it viable for budget-constrained firms.

3.6. Discussion

The findings of this study both corroborate and challenge existing literature, while unveiling novel insights into
the cyber risks that plague modern accounting systems. By contextualizing threats within the interplay of IT
infrastructure and financial workflows, this research bridges gaps between theoretical cybersecurity frameworks
and their real-world application, offering actionable strategies for enhancing operational sustainability and
adaptive management.

3.6.1. Alignment and divergence with prior research

The predominance of spear phishing targeting ERP systems aligns with the assertion that digitalization
introduces asymmetric risks [31]. Still, this study extends their work by identifying vulnerabilities in legacy
modules, such as SAP’s unpatched scripting interfaces. Similarly, [32] emphasized the role of mobile computing
in enhancing entrepreneurial efficiency. Yet, their oversight of accounting-specific mobile risks, such as
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unauthorized access via unencrypted personal devices, is addressed here, with 45% of breaches traced to mobile
endpoints.

The efficacy of MFA in reducing attack likelihood by 58% supports [33] advocacy for layered security in data-
sensitive processes [34, 35]. However, their focus on logistics differs from the accounting-centric lens of this
study. Contrasts emerge in the perceived value of Al-driven tools. While big data analytics [36] reduced invoice
fraud by 64% in this study, its overall impact was less significant than anticipated (f =-0.3, p=10.21), diverging
from the findings in logistics [37]. This discrepancy stems from inconsistent implementation; for example, Firm
B deployed Al anomaly detection but failed to update its vendor database, rendering the tool ineffective. Such
real-world gaps highlight the limitations of theoretical models that assume optimal tool utilization.

3.6.2. Practical insights: Successes and shortfalls
Three strategies proved universally effective:

1. Cross-departmental collaboration: firms with integrated IT-accounting teams resolved incidents 40% faster,
as seen in Firm F’s ransomware containment within 12 hours versus Firm D’s 72-hour struggle. These
mirrors [38] call for regulatory harmonization but operationalize it through joint threat simulations and policy
co-development.

2. Frequent cybersecurity training: Monthly training reduced phishing susceptibility to 18%, validating the
NIST framework’s emphasis on human factors. However, 65% of mid-sized firms conducted training biannually
or less, citing budget constraints — a barrier [39] attributed to the resource fragmentation of SMEs.

3. MFA and encryption: MFA’s high ROI (breach cost avoidance of 120,000 within 8 months) makes it
accessible even for budget-constrained firms, contrasting with Al tools’ steep upfront costs (120,000 within
8 months) makes it accessible even for budget-constrained firms, contrasting with Al-tools steep up-front
costs (45,000).

Less effective measures included standalone antivirus software, which failed to detect 80% of zero-day exploits
in cloud-based systems, and third-party audits conducted without IT input. For instance, Firm E’s auditor
overlooked misconfigured API permissions in its cloud ledger, leading to a $92,000 breach. These shortfalls
underscore the necessity of holistic, IT-integrated audits.

3.6.3. Implications for accounting firms

1. Operational sustainability: The correlation between ISO 27001 compliance and 30% lower breach costs
(Table 4) underscores the need for certification, particularly for firms leveraging cloud accounting. Compliance
ensures encrypted backups, role-based access, and patch management measures that mitigate risks, such as ERP
phishing.

2. Strategic planning: Firms must prioritize threat-specific investments. For example, manufacturing sectors
facing ransomware (Table 1) should allocate resources to air-gapped backups, while retail firms battling invoice
fraud require Al-driven vendor validation.

3. Resource optimization: MFA’s cost-effectiveness (Table 3) makes it a critical first step for SMEs,
complemented by incremental Al adoption. Firms like G achieved a 14-month ROI on Al tools by focusing on
high-risk processes (e.g., accounts payable).

3.6.4. Barriers to implementation

1. Financial constraints: mid-sized firms averaged 28,000 annually on cyber security versus 28,000 annually on
cyber security versus 125,000 for large firms, limiting advanced tool adoption.

2. Expertise gaps: only 25% of mid-sized firms employed dedicated cybersecurity staff, relying instead on
overburdened IT generalists. This aligns with findings in [40] that SMEs lack specialized talent for adaptive
management.
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3. Resistance to change: legacy system dependency hindered 40% of firms from adopting cloud encryption.
Firm A’s CFO stated, “Migrating our 20-year-old ERP would disrupt operations for months”, reflecting a
prioritization of short-term stability over long-term security.

3.6.5. Novel contributions and overlooked risks

This study unveils two under-researched risks:
1. ERP-specific phishing: attackers increasingly exploit ERP modules’ workflow automation, such as
injecting malicious scripts into invoice approval chains, a vector absent in cybersecurity literature.
2. Mobile accounting vulnerabilities: The survey found that as many as 70% of firms had no device-level
encryption, meaning that breaches could be made through another person’s tablet or phone.

These imply that existing frameworks, such as ISO 27001, do not provide detailed recommendations on ERP
or mobile security at a granular level. This contradicts the notion that Al can detect fraud independently and
requires complementing it with measures such as regularly updated vendor lists and employee education.

3.6.6. Limitations and validity threats

This study has some limitations and validity threats. The results of this study primarily came from North
American companies, which make up 60% of the sample, despite acknowledging that different parts of the
world have specific security problems. The study represents only two percent of micro-businesses, as it surveyed
firms with ten employees and eight companies. People had to recall past incidents during interviews, which
might lead them to avoid mentioning real breaches due to concerns about the company's reputation. Reviewing
the audit logs helped identify and mitigate potential precision issues in the findings.

3.7. Theoretical and policy implications

Research recommends that specific industry sectors make tailored modifications to these frameworks in collaboration
with NIST. The research proposes to include ERP penetration testing requirements and mobile device management
rules into the NIST framework. The government can support small businesses by offering tax incentives to utilize
MFA, while also providing grants for testing Al security tools. The research indicates that digitalization requires new
evaluation standards due to the risks that extend beyond economic benefits, as reported in [41].

3.8. Future research directions

Future research directions should be considered, including blockchain integration, global SME studies, and
long-term ROI analysis. Considering the need for an immutable audit trail, using distributed ledger technology
in Blockchain Integration could be relevant. Exploring the applicability of this research in the emerging markets
to determine the issues unique to the region and quantifying long-term savings from preventive measures versus
breach costs.

This situates cyber threats within the IT-accounting context, demonstrating that existing theories often fail to
consider the roles of individuals and organizational structures [42]. Following the main principles of MFA,
cross-departmental cooperation, and gradual implementation of Al can improve the financial sustainability of
firms even with limited funds available. The combination of qualitative and quantitative data analysis employed
in the study can be considered a pattern for implementing risk management in response to increasingly digital
threats [43].

4. Conclusions

Based on a systematic study, this paper found that the most crucial threats to accounting systems stem from
spear phishing attacks on ERP platforms, unauthorized access from unsecured mobile devices, and invoice
fraud. While these findings align with broader trends of digitalization, they also highlight crucial failures in
sectoral risk mitigation, particularly in the area of small and medium-sized enterprises (SMEs), where a lack of
resources hinders advanced guardrails, such as Al-driven anomaly detection [44]. By demonstrating that multi-
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factor authentication and employee training reduce the likelihood of attacks by 58% and 37%, respectively, the
research highlights the gap between theoretical security frameworks and practical accounting applications.

This study presents a roadmap for operational sustainability by leveraging IT accounting collaboration, strategic
resource allocation, and policy standardization based on synthesizing qualitative inputs from professionals with
quantitative analyses on breach patterns [45]. The primary research contribution sheds light on the context of
IT security breaches from the unique ERP integration and real-time financial reporting workflow architecture,
which is often overlooked in other generic IT security literature. Furthermore, the econometric models
developed here, including logistic regression analyses of MFA efficacy, provide empirical validation for
theoretical frameworks like the NIST Cybersecurity Framework, which previously lacked accounting-specific
metrics. Practically, the findings underscore the necessity of mandatory cybersecurity training for accounting
staff, as firms conducting monthly sessions reduced phishing susceptibility to 18%, compared to 57% in those
with biannual training.

Collaboration between IT and accounting departments emerged as a critical success factor, with integrated teams
resolving ransomware attacks 40% faster than their siloed counterparts. Investment in security audits and policy
development is equally vital; ISO 27001-compliant firms reported 30% lower breach costs due to the use of
encrypted backups and role-based access controls. However, barriers such as budget limitations — mid-sized
firms allocated 3.5 times fewer funds to cybersecurity than large enterprises — and resistance to modernizing
legacy systems hinder widespread adoption. This study shows that MFA helps decrease the probability of
cyberattacks by 58%, while quarterly training helps decrease it by 37%. However, SMEs experience multiple
issues because these policies are poorly integrated and lack sufficient funding. Thus, further development of
effective communication between IT and accounting departments, along with tailored frameworks, can help
compensate for these shortcomings [46].

The study’s implications extend to strategic planning and resource optimization. For example, manufacturing
firms facing frequent ransomware attacks should prioritize air-gapped backups, while retail sectors vulnerable
to invoice fraud benefit from Al-driven vendor validation tools. Policymakers can leverage these insights to
design subsidies for SME cybersecurity investments or mandate sector-specific audit protocols, as suggested in
the context of regulatory harmonization. Operationally, integrating blockchain for immutable transaction
records presents a promising avenue for enhancing audit trail integrity, though its implementation requires
further cost-benefit analysis. Researchers should examine how blockchain technology can prevent invoice fraud
while measuring the return on investment of authentication measures across various sectors and studying digital
security differences in developing economies [47].

The study's replication in regions defined by [40] as having an active shadow economy could expose specific
vulnerabilities related to informal financial operations. Analyzing companies adopting ISO 27001 over time
would help determine the extended operational sustainability advantages they achieve. The study addresses
primary concerns by identifying phishing attacks targeting ERP systems and mobile weaknesses as significant
risks, while revealing that organizations often incorrectly predict human-related security threats and
demonstrating that multi-factor authentication and staff training are effective protection methods [48]. This
research establishes the implementation of substantial cyber risk approaches through creative practice, as
opposed to theoretical governance, which guides accounting firms toward adaptive strategies and promotes IT-
finance partnerships and decision-making based on cybersecurity evolution. This study presents both empirical
evidence and a challenge to the academic and industry communities to consider cybersecurity as a foundational
component, rather than an add-on, during the digital transformation of accounting operations.
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